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ABSTRACT

To resolve the privacy, consistency, and scalability based on missing link, blockchain technology 
is an involvement in the Internet of Things (IoT). It can be used in tracking billions of connected 
devices, enable the processing of transactions and coordination between devices that allow 
for significant savings to IoT industry manufacturers. Blockchain technique has provided with 
decentralized security and privacy and also accomplished essential energy, computational 
overhead, and delay. These are not a suitable for most resource-constrict IoT devices. This 
approach of decentralization would create an additional network for devices to run on and 
eliminate the single points of breakdown. This study describes block chain technology using 
cryptographic algorithm based on encryption and decryption has built a user database with highly 
secure and privacy and this paper illustrate about the security and privacy preserving based on 
block chain in IoT.

INTRODUCTION

Blockchain is a database that maintains a continuously 
growing set of data records. It is distributed in nature, 
meaning that there is no master computer holding the entire 
chain. Rather, the participating nodes have a copy of the 
chain. It added only the ever-growing data records to the 
chain. The combination of Internet of Things (IoT) system 
with the blockchain has the benefit of robustness against 
attacks and threats, low cost of operation, resources based 
on decentralized management, and so on. To overcome the 
major challenges, the merging of IoT and blockchain aims to 
realize the IoT platform in the near future. Blockchain is the 
developed dispersed ledger technology that supports bitcoins 
in the industry as an object of penetrating attention and 
beyond. Blockchain technology is designed to be secured, clear, 
efficient, auditable and highly challenging to outages in a way 
that offers any digital interaction or recording transactions. It 
carries with enabling novel business models and probability of 
disrupting industries. The technology is young and changing 
very rapidly; widespread commercialization is still a few years 
off. However, to avoid the missed opportunities, planners, 
decision-makers, strategists, and disruptive surprises across 
the business functions and industries should pay attention 
to discover requests of the technology. The blockchain 
organization is self-possessed of an order of blocks, which are 
connected together by their hash values.

In the network of blockchain as shown in Figure 1, digital 
signed transactions of users were maintained by public ledger 
in a P2P network. There are two keys for user: (i) Public key is 

used for encryption and (ii) private key is to read an encrypted 
message as shown in Figure 2, and also, it is used for signing 
the perspective of blockchain that signifies the unique address. 
Asymmetric cryptography is used to decrypt the message 
encrypted by the corresponding public key.

At the beginning stage, user ciphers a transaction 
and broadcast to its peers using its private key. The cipher 
transaction is received by the peers and then will validate 
the transaction and broadcast over the network. All the 
entire parties have mutually validated who involved in the 
transaction to meet the consent agreement. Once a distributed 
consensus is reached, the special node called as miners, 
includes the valid transaction into a timestamped block. The 
block which is included by the miner, is broadcast back into the 
network.[1] After validating the broadcast block, which contain 
the transaction, as well as hash-matching it with the previous 
block in the block chain, the broadcast block is appended to 
the blockchain..

BLOCKCHAIN-BASED IOT SECURITY AND 
PRIVACY ISSUES

Authentication

The proposed novel scheme of closed undirected 
graph authentication supports blockchain based on system 
identity management.[2] In comparison to other competing 
authentication schemes, their proposal provides an additional 
capability of dynamically adding or deleting nodes and edges. 
In addition, this proposed scheme solves the authentication 
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problem that was constructed on Ethereum of non-existent 
edges, and this will be challenging in transitive signature 
system. The framework of the blockchain based framework 
that can ensure a secure remote user authentication. The 
proposed framework combines attribute-based signatures, 
multi-receivers encryption Message Authentication Code.[5] 
The proposed echo announcement is based on a threshold 
authentication protocol, for novel privacy preserving on 
announcement network of Vehicular Ad-Hoc Networks.[4] In 
blockchain, linear identity-based homomorphic signature 
system can be used for recognizing the authentication. This 
method would produce a linear homomorphic signature that 
permits ciphers to avoid the inadequate public key certificates 
and also it is robust against several attacks.[5,6]

Privacy preserving

In the core of blockchain philosophy lies the private key 
that can unlock the cryptographic protection of the digital 
assets. The private key stored on a piece of paper, disk, screen, 

and local memory in the cloud. Digital wallets can be either 
hardware or software; for example, keep key or trezor is used 
by the consumer which are vulnerable to some attacks like 
error injections.[7] Nowadays, another solution for gaining the 
ground is the use of cryptoprocessor and hardware security 
modules (HSMs) that securely protect, store, and create keys. 
The entire cryptographic key lifecycle happens inside the HSM. 
HSM operates offline, and also, it can be a standalone device 
and embedded in a server which has tough against damage or 
impairment and is usually located in a physically secure area 
to prevent unauthorized access.[8] To achieve k-anonymity 
privacy protection, Wang et al.[9] use a node cooperation 
verification approach, in which each group contains K nodes 
to meet the objective of K-anonymity protection. Aitzhan et 
al[12] proposed a technique for hiding non-content data and 
protecting the parties from inactive snooping in order to 
accomplish the transaction in bitcoin withinvolvement of 
the private key system advancement.[13] Using elliptic curve 
digital signature algorithm, unforgeability and standard ring 
signature has an idea to attain the anonymity.[12] In blockchain, 
the other feature of privacy system is anonymity. The potential 
network of block chain has utilized for planning a virtually 
indisputable and tamper-resistant transaction can be viewed 
with assist of all the nodes.[15]

Trust

Trust-based blockchain payment system is setting in 
remote region.[14] The proposed scheme is assumed to have an 
intermittent connectivity to a bank’s central system. There is 
a two-layer architecture which is accomplished by distributed 
trust. The bank approves a group of selected villagers to act as 
miners which in turn to approve the transactions among the 
villagers and the bank. These trust mechanism presents and 
maintains his own chain of transactions and grows it every 
participant.[15] The proposed approach provides distributed 
trust, without the need of any gatekeeper, while being robust 
against Sybil attacks.

CONCLUSION

This paper has illustrated the blockchain efficiency in 
terms of high decentralized security and privacy for IoT which 
is one of the challenging factors to meet a wide expectation 
of technology for transforming several features of this society 
economy. This proposed scheme switches the security and 
privacy intimidations for several IoT devices while seeing 
the resource constraints. Hence, IoT system moving into 
decentralized pathway is the right decision. The popular 
decentralization system of blockchain technology is powerful 
management process and computation. This can be used to 
solve many of IoT issues and particularly in security.
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